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The Surprising New State of IT in a Remote World:

We surveyed 400 IT and IT Security professionals to uncover 7 key IT trends
and the impact of remote work on budget, priorities, and functions of IT teams
at small and medium-sized businesses.

Remote work is the new norm

Before COVID-19, most people worked in an office,

but now most people work from home.

BEFORE
THE PANDEMIC

AFTER THE
PANDEMIC

IT has better control of endpoints

Even though IT professionals are managing fewer endpoints overall,

they are more in control of their endpoint infrastructure than ever before.

PERCENTAGE OF IT PROS
WHO KNOW HOW MANY
ENDPOINTS THEY MANAGE

Virtual tasks and security demand
more IT time and resources

IT professionals are spending more time managing IT security threats

and developing new security protocols, with 47% spending 5 to 8

hours a day on security, compared to 35% in 2019. ‘
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IT redefined what was possible in a remote environment

IT teams assumed many tasks could never be automated or executed remotely,

but many found they were able to adapt when forced to.
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Top security concerns have changed year over year,
with cloud security breaches now making the top of the list

CLOUD SECURITY MALWARE EMPLOYEE RANSOMWARE INTERNAL
BREACH BEHAVIOR/HABITS DATA BREACH

The current remote workforce is a leading driver of change

(o) of IT professionals agreed a remote workforce (o) of IT professionals now cite it
19% 1o 33% I

was driving change in the industry in 2019. as the top trend in 2020.

Lack of budget is the greatest barrier for IT

More than a third of IT professionals agree that a lack of budget is the biggest

challenge their company is facing in trying to keep up with IT trends.

* |IT TRAINING + LACK OF CONTROL OVER A REMOTE WORKFORCE

« LACK OF IT STAFF  IT STAFF RESISTANCE TO CHANGE

of IT teams were somewhat or very prepared to transition

employees to working from home during the COVID-19 pandemic.

MANAGING IT SECURITY THREATS REMOTELY
MORE DISTRACTIONS AWAY FROM THE OFFICE

PROVIDING TECHNICAL SUPPORT REMOTELY

PROBLEMS WITH TECHNOLOGY

SLOW RESPONSES TO WORK COMMUNICATIONS

Preparing for the future of remote work

Remote work is not just a temporary shift. The benefits of remote work - improved
productivity, employee happiness, work/life balance, cost savings — are motivating

employers to offer remote work as a long-term option.

HERE IS WHAT IT TEAMS NEED TO DO TO PREPARE:

Create and fine tune your Businesses with a continuity plan in place transitioned
business continuitg plan. more seamlessly and experienced less downtime.

Revisit your plan every 9 to 12 months.

Implement software and IT teams and employees need the right tools.

hardware that facilitate Software solutions that should be prioritized include:
remote work. * Remote access software
e Meeting software

e Remote support software
e Security software

e Communications software

Invest in IT Securitg. IT and employee training will better prepare

everyone to mitigate risks and protect company
data. Be sure your company has powerful firewall,

antivirus, and antimalware to protect all endpoints.
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